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Information & National Power (1)Information & National Power (1)

�� The The information component of Power:information component of Power:
�� ““Combination of information Combination of information content and content and 

technologytechnology used as a used as a strategic instrumentstrategic instrument to to 
shape fundamental political, economic, military shape fundamental political, economic, military 
and cultural forces on a longand cultural forces on a long--term basis to affect term basis to affect 
the the global behaviorglobal behavior of governments, supraof governments, supra--
governmental organizations, and societies to governmental organizations, and societies to 
support national security strategies & objectivessupport national security strategies & objectives””

�� Drs Dan Kuehl/Bob Neilson, GeorgetownDrs Dan Kuehl/Bob Neilson, Georgetown’’s s NSSQNSSQ 19991999
�� President Ronald Reagan: NSDD 130 (1984), National Security StraPresident Ronald Reagan: NSDD 130 (1984), National Security Strategy tegy 

(1987)(1987)

•• Used by every nation state and strategic political Used by every nation state and strategic political 
entity, regardless of technological developmententity, regardless of technological development



Information & National Power (2)Information & National Power (2)
�� ““The relative ability to The relative ability to operate in and exploit the operate in and exploit the 

information environmentinformation environment —— the aggregated and the aggregated and 
synergistic combination of synergistic combination of CONNECTIVITY, CONNECTIVITY, 
CONTENT, & COGNITIONCONTENT, & COGNITION, within a complex human , within a complex human 
and technological context to generate strategic and technological context to generate strategic 
advantage.  advantage.  
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Information EnvironmentInformation Environment
�� Physical: Physical: ““EtherEther””/Cyberspace//Cyberspace/””eSpaceeSpace””

•• Electronic Electronic connectivityconnectivity, means of delivering information, means of delivering information
•• Infrastructures, wires, networks, etc Infrastructures, wires, networks, etc 
•• A unique physical spaceA unique physical space (land, sea, air, space)(land, sea, air, space)

�� InformationInformation
•• ContentContent: words, images, databases, 11010111000s: words, images, databases, 11010111000s

�� CognitiveCognitive: : ““influence/perceptioninfluence/perception””
•• Meaning and the MindMeaning and the Mind: : ““most importantmost important””

�� Example: Serbian TV Example: Serbian TV vsvs NATO cohesion 1999NATO cohesion 1999

�� ““Theater of Operations Theater of Operations –– Global CommonsGlobal Commons””
�� ���	��	�
�	���
�����(���
�������	��
������	��	�
�	���
�����(���
�������	��
���

���
��)
����
����	���������
����
��)
����
����	���������
�
•• Joint Doctrine Pub 3Joint Doctrine Pub 3--13 13 ““Info OpsInfo Ops”” Feb 2006Feb 2006
•• US National Defense Strategy, 2005US National Defense Strategy, 2005



Information as Power: DIMEInformation as Power: DIME

�� Distinct from yet employed across/integrated Distinct from yet employed across/integrated 
with all other elements of powerwith all other elements of power
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�� How well are these incorporated and integrated How well are these incorporated and integrated 
across our curricula?across our curricula?



Measuring DIMEMeasuring DIME

�� Traditional measure of power emphasized Traditional measure of power emphasized 
control of resourcescontrol of resources
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�� M M and and EE: easily visible and quantifiable: easily visible and quantifiable
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�� D:D: may have some usable metrics may have some usable metrics 
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�� I most difficult of allI most difficult of all
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Information PowerInformation Power

�� ““Use of information Use of information content content 
and technology as strategic and technology as strategic 
instrumentsinstruments to to …… affect the affect the 
global behavior of global behavior of 
governments, supragovernments, supra--
governmental organizations, governmental organizations, 
and societiesand societies””

�� ““The relative ability to The relative ability to operate operate 
in and exploit the information in and exploit the information 
environmentenvironment…… Its  elements Its  elements 
can be described, and its can be described, and its 
impact measuredimpact measured””

�� Two Critical Two Critical and somewhat and somewhat 
measurablemeasurable factors:factors:
• CONNECTIVITY

�� Exchange of informationExchange of information
• CONTENT

�� WhatWhat’’s exchangeds exchanged

� One somewhat less—but 
still-measurable factor
• COGNITIVE

� Influence/behavior

� Bottom Line:
• Impact and Effectiveness
• Desired/Expected results



ConnectivityConnectivity
�� Ability to transmit, receive, share, use informationAbility to transmit, receive, share, use information
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�� Includes Includes ability to protect the connectivityability to protect the connectivity
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�� Integration of human, procedural and technological factorsIntegration of human, procedural and technological factors



ContentContent
�� Ability to create informationAbility to create information
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�� Integration of human, procedural and technologicalIntegration of human, procedural and technological



Cognitive ImpactCognitive Impact

�� Tough question: how to measure thisTough question: how to measure this
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ImpactImpact--EffectivenessEffectiveness

�� Across the entire DIME modelAcross the entire DIME model
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ConclusionConclusion

�� LongLong--term strategic and national security term strategic and national security 
decisions based on assessments of powerdecisions based on assessments of power

�� Information has vital synergies with all Information has vital synergies with all 
other elements of powerother elements of power

�� War of Ideas/Influence critical to survivalWar of Ideas/Influence critical to survival

�� Understanding Information Power, how its Understanding Information Power, how its 
used, how we can measure it, may be a used, how we can measure it, may be a 
key to victorykey to victory……or defeator defeat
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kuehld@ndu.edukuehld@ndu.edu 202202--685 2257685 2257

http://www.ndu.edu/irmc/programs/index.htmlhttp://www.ndu.edu/irmc/programs/index.html

Programs/Certifications for/inPrograms/Certifications for/in……
Chief Information OfficersChief Information Officers

Information AssuranceInformation Assurance
Organizational TransformationOrganizational Transformation

……and and Information StrategistsInformation Strategists
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